DATA PROCESSING AGREEMENT

[specify date, number and place of conclusion of the Agreement, except where the Agreement is signed with an electronic signature]


Between

[specify the legal form and name of the legal entity], legal entity code [specify the legal entity code], registered office address [specify the address of the registered office] (the ‘Data Controller’ or the ‘Controller’), represented by [specify the position, full name], acting in accordance with the [specify the document on the basis of which the person acts],

and

[specify the legal form and name of the legal entity], legal entity code [specify the legal entity code], registered office address [specify the address of the registered office] (the ‘Data Processor’ or the ‘Processor’), represented by [specify the position, full name], acting in accordance with the [specify the document on the basis of which the person acts].

The Controller and the Processor hereinafter shall be collectively referred to as the Parties and individually as a Party.

In accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (the ‘GDPR’).

In order to implement Article 28(3) of the GDPR, the rights and obligations of the Controller and the Processor when processing personal data on behalf of the Controller are established. The agreement must aim to protect the rights of data subjects, to mitigate the specific risks to the protection of personal data and to ensure the clarity of the relationship between the Controller and the Processor and of the respective rights and obligations.

The Controller and the Processor have entered into [specify the type and number of the contract] (the ‘Main Contract’) on [specify the date] regarding [specify the subject-matter of the contract], of which this Data Processing Agreement (the ‘Agreement’) is an integral part.  The Processor will process personal data on behalf of the Controller in accordance with this Agreement. The terms and conditions of the processing of personal data are set out in Annex 1, Instructions for the Processing of Personal Data.

The purpose of this Agreement is to ensure the protection of personal data for the purpose of fulfilling the obligations under the Main Agreement while the Processor processes personal data in accordance with the conditions set out below. 

1. Terms

The terms used in the Agreement shall have the following definitions:

Personal Data Protection Legislation shall mean any national or international legislation in force which is applicable to the Controller or the Processor and which governs their personal data processing activities during the term of this Agreement. This term includes the GDPR. 

Sub-processor shall mean a third party engaged by the Processor to assist in the processing of personal data.

Other terms shall be understood as they are defined in the Personal Data Protection Legislation.

2. Obligations of the Parties

2.1. The Controller:
2.1.1.  undertakes to ensure that personal data is processed in accordance with the GDPR (see Article 24 of the GDPR), other Personal Data Protection Legislation, and the terms of this Agreement;
2.1.2.  has the right and obligation to decide on the purposes and means of processing personal data;
2.1.3.  is responsible for, including, but not limited to, ensuring that the processing of personal data that the Processor is entrusted to carry out has a legal basis.

2.2. The Processor undertakes to:
2.2.1.  process personal data only in accordance with the terms of this Agreement and on the basis of written instructions (including in electronic format) communicated to it by the Controller, unless required to do so by the legislation of the European Union or of the respective Member State to which the Processor is subject (in which case the Processor shall inform the Controller of such requirements, unless providing such information is prohibited by law for reasons of overriding public interest). The Controller’s primary instructions regarding the subject-matter, nature, purposes, procedures, as well as the categories of personal data subjects of the processing of personal data are set out in Annex 1 to the Agreement, Instructions for the Processing of Personal Data. A functional description of the activities performed by the Processor with personal data under the Controller’s control is provided in the Main Contract and related documentation. The Controller may also provide further instructions throughout the processing of the personal data, but such instructions in relation to the Agreement must always be documented.
2.2.2.  process personal data only to the extent and for the period necessary for the proper performance of the obligations under the Main Contract. The Processor shall not have the right to process personal data for any purposes other than those provided for in the Agreement and the Main Contract, unless such authorisation is expressly stated in a separate written instruction from the Controller.
2.2.3.  ensure that the processing of personal data in accordance with the Agreement complies with the Personal Data Protection Legislation and the recommendations of supervisory authorities. The Processor agrees to any future amendments to the Agreement that will be required to implement mandatory changed requirements of the Personal Data Protection Legislation.
2.2.4. maintain records related to personal data processing activities carried out on behalf of the Controller. This obligation shall apply to each Processor and, where applicable, the Processor’s representative pursuant to Article 30(2) of the GDPR.
2.2.5.  immediately inform the Controller if, in the opinion of the Processor, the instructions of the Controller conflict with the Personal Data Protection Legislation.
2.3. Taking into account the nature of the personal data processing and the information available to the Processor, the Processor undertakes, without undue delay, to help the Controller:
2.3.1. to ensure the implementation of the obligations set out in Articles 32 to 36 of the GDPR;
2.3.2. to ensure the enforcement of the rights of data subjects under the Personal Data Protection Legislation by applying appropriate technical and organisational security measures;
2.3.3. to provide evidence of the proper performance of the Processor’s duties, if the Controller specifically requests it in writing.
2.4. If a data subject, a supervisory or other public authority or any other third party contacts the Processor with a request for personal data processed under this Agreement, the Processor undertakes to transmit such a request to the Controller without delay.
2.5. The Processor undertakes not to take any action that would oblige the Controller to act in a manner inconsistent with the requirements of the Personal Data Protection Legislation.
2.6. The Processor shall not transfer or otherwise disclose personal data or other information relating to the processing of personal data to any other third party. The Processor undertakes to notify the Controller without delay of situations in which, in order to comply with its obligations under the Personal Data Protection Legislation, the Processor is obliged to disclose the personal data which it processes on behalf of the Controller. When disclosing personal data in order to comply with an obligation imposed by law or regulation, the Processor must require the third party to maintain the confidentiality of the personal data.
2.7. This Agreement shall not relieve the Parties of any other obligations to which they are subject under the GDPR or other legislation.

3. Information Security and Confidentiality

3.1. In accordance with Article 32 of the GDPR, the Controller and the Processor, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of personal data processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk. 
3.2. The Processor undertakes to comply with all written security requirements and policies provided by the Controller. The Processor undertakes to protect personal data against destruction, alteration, unauthorised dissemination or unauthorised access, and against all forms of unlawful processing.
3.3. The Controller shall assess the risks to the rights and freedoms of natural persons arising from the processing of personal data and implement measures to mitigate those risks. Depending on their appropriateness, such measures may include:
3.3.1. the pseudonymisation and/or encryption of personal data;
3.3.2. the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
3.3.3. the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident;
3.3.4. a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.
3.4. Pursuant to Article 32 of the GDPR, the Processor, independently of the Controller, shall also assess the risks to the rights and freedoms of natural persons arising from the processing of personal data in connection with the processing activities for which the Processor has been engaged by the Controller, and shall implement measures to mitigate those risks. For this purpose, the Controller shall provide the Processor with all the information necessary to identify and assess such risks.
3.5. In addition, the Processor shall assist the Controller in ensuring compliance with the Controller’s obligations under Article 32 of the GDPR by, inter alia, providing the Controller with information on the technical and organisational measures already implemented by the Processor in accordance with Article 32 of the GDPR, together with any other information necessary for the Controller to comply with the Controller’s obligations under Article 32 of the GDPR.
3.6. The Processor undertakes to ensure that, when processing personal data, it will apply technical and organisational measures set out in Annex 3 to the Agreement, Technical and Organisational Security Measures, at a level at least as high as recommended.
3.7. The Processor undertakes to take all steps to assist the Controller in the event of a personal data breach in order to mitigate the negative consequences of the breach, including immediately notifying the Controller of any incident involving personal data and of unauthorised access to personal data, in accordance with clauses 7.1 to 7.7 of this Agreement. 
3.8. The Processor undertakes to ensure the confidentiality of personal data and that the Processor’s employees who have access to personal data:
3.8.1. are adequately trained to comply with the Personal Data Protection Legislation and the requirements set out in this Agreement;
3.8.2. properly comply with the requirements of this Agreement and the Personal Data Protection Legislation;
3.8.3. are informed of the obligation to keep personal data confidential; and
3.8.4. would be bound by an obligation of confidentiality under the Agreement or subject to an obligation of confidentiality under the relevant legislation;
3.8.5. are granted access rights to personal data only if they need access to them for the performance of their tasks. 
3.9. The Processor undertakes that access to personal data shall be strictly limited to those employees of the Processor for whom access is necessary to ensure the performance of the Processor's obligations under this Agreement and the Main Contract. 
3.10. In the event of a change in the persons who process personal data, their access rights to the personal data managed by the Controller shall be revoked no later than on the last day of their tasks which require the persons to have access to the personal data entrusted to the Processor for the processing of the personal data managed by the Controller, and in the event of termination of the employment of the Processor’s employee, the access rights shall be revoked no later than on the employee’s last day of work.
3.11. The list of persons who have been granted access to personal data must be reviewed periodically, but at least once every 6 months. In accordance with this review, access to personal data shall be revoked if such access is no longer necessary; therefore, personal data will no longer be accessible to those persons.
3.12. The Processor shall demonstrate, at the request of the Controller, that the persons under the authority of the Processor who are entrusted with the processing of personal data are subject to the confidentiality obligation referred to in clause 3.8.

4. Sub-processors of Personal Data 

4.1. The Processor must comply with the requirements set out in Article 28(2) and (4) of the GDPR in order to be able to engage Sub-processor.
4.2. The Controller shall grant the Processor permission to use Sub-processor(s) listed in Annex 2 to the Agreement, List of Sub-processors Engaged by the Processor. 
4.3. The Processor shall not use Sub-processor without the prior specific written authorisation of the Controller. 
4.4. Before engaging a new Sub-processor or replacing an existing Sub-processor, the Processor shall inform the Controller in writing in advance (by email to dap@ltg.lt), providing the details of the Sub-processor and any other information relating to the personal data processing activities that the Controller will request. During the period of notice of the Sub-processor to be engaged, the Controller shall notify the Processor if it objects to the processing of personal data under its control by the new Sub-processor. If the Controller does not object within the period of notice of the engagement of the new Sub-processor, the Controller shall be deemed to have consented to the processing of the personal data under its control by the new Sub-processor. If the Controller reasonably objects to the use of a particular Sub-processor, the Parties shall negotiate on a mutually satisfactory solution and the conditions for further performance of the Agreement. If the Parties fail to reach an agreement within 30 (thirty) calendar days after the written objection of the Controller to the use of a particular Sub-processor, the Controller shall have the right to unilaterally terminate the Main Contract without incurring any additional loss.
4.5. The Processor undertakes to use only those Sub-processors that provide sufficient guarantees that appropriate technical and organisational measures will be implemented in such a way that the processing of personal data complies with the requirements of the Personal Data Protection Legislation and that the protection of the rights of the data subjects is ensured.
4.6. The Processor undertakes to ensure that the Controller will only engage the Sub-processor for specific personal data processing activities after entering into a written contract with the Sub-processor that contains requirements that are equivalent to, or more stringent than, those set out in this Agreement. The Processor shall provide copies of these contracts to the Controller upon written request. Before starting to process personal data, the Processor shall inform the Sub-processor of the Controller whose personal data it is engaged to process, indicating the identity and contact details of the Controller.
4.7. A copy of the Agreement with the Sub-processor and any subsequent amendments thereto shall be made available to the Controller at the request of the Controller, thereby enabling the Controller to ensure that the Sub-processor is subject to the same personal data protection obligations as set out in the Agreement. The Processor shall inform the Controller of any failure by the Sub-processor to comply with its obligations under such a contract or any other legal act. The Controller shall not be obliged to provide business-related provisions of the personal data processing agreement which do not affect the legal personal data protection terms of the contract concluded with the Sub-processor.
4.8. The Processor shall agree with the Sub-processor, if any, that in the event of bankruptcy of the original Processor, the Controller shall be entitled to continue the personal data processing relationship with the Sub-processor engaged by the original Processor, directly and/or by giving direct instructions regarding the processing of personal data, such as instructing the Sub-processor to erase or return the personal data to the Controller.
4.9. The Processor shall be responsible for requiring the Sub-processor to comply with at least the obligations to which the Processor is subject under the Agreement and the GDPR. In the event of the Sub-processor’s failure to comply with its personal data protection obligations, the original Processor with whom the Agreement was concluded shall remain fully responsible to the Controller for the Sub-processor’s compliance with its obligations. This shall not affect the rights of data subjects under the GDPR, in particular the rights under Articles 79 and 82 of the GDPR, in relation to the Controller and the Processor, including Sub-processors.
4.10. The Controller shall have the right to require the Processor to inspect its Sub-processor or to provide confirmation of such inspection or, where possible, to obtain or assist the Controller in obtaining an external auditor’s report on the activities of the Sub-processor in order to ensure compliance with the requirements of the Personal Data Protection Legislation.

5. Transfers of Personal Data to Third Countries[footnoteRef:1] or International Organisations [1:  NOTE. Third countries shall mean countries outside the European Economic Area.] 


5.1. The Processor may not transfer personal data outside the European Economic Area (‘EEA’) without the prior written consent of the Controller. 
5.2. In the event that the Controller has given its consent to the Processor to transfer personal data outside the EEA (including the approved Sub-processors listed in Annex 2 to the Agreement, List of Sub-processors Engaged by the Processor), the transfer of personal data shall be possible subject to the existence of one of the following conditions in accordance with the requirements of Chapter V of the GDPR:
5.2.1. the personal data shall be transferred to a third country or territory in which the Processor is established or to a sector in the third country to which the Processor belongs that has been recognised by the European Commission as ensuring an adequate level of personal data protection in accordance with Article 45 of the GDPR. 
5.2.2. the Processor has signed an agreement with the Sub-processor in accordance with the standard contractual clauses approved by the European Commission pursuant to Article 46(2)(c) of the GDPR.
5.3. If the transfer of personal data to third countries or international organisations is required by the legislation of the European Union or its Member States with which the Processor must comply, although the Controller has not instructed the Processor to do so, the Processor shall inform the Controller of this legal requirement prior to the transfer of the personal data, unless the legislation in question prohibits the disclosure of such information.
5.4. The Processor shall not be able to do the following in compliance with this Agreement without documented instructions from the Controller or without a specific requirement under the legislation of the European Union or its Member State:
5.4.1.  transfer personal data to a controller or processor in a third country or international organisation;
5.4.2.  transfer the processing of personal data to the Sub-processor in a third country;
5.4.3.  allow personal data to be processed by a processor in a third country.
5.5. This Agreement does not constitute standard data protection clauses within the meaning of Article 46(2)(c) and (d) of the GDPR, and the parties may not rely on the Agreement as a basis for transfers of personal data to third countries or international organisations in accordance with Chapter V of the GDPR, unless the standard data protection clauses for the transfers of personal data to third countries or international organisations are signed as an annex to the Agreement.
5.6. If the conditions for the transfer of personal data referred to in clause 5.2 of this Agreement may no longer be applied because they no longer comply with the requirements of the Personal Data Protection Legislation, the Parties undertake to implement an alternative solution for the transfer of personal data without undue delay. If the Processor is unable to implement the alternative transfer solution for any reason, the Controller shall have the right to terminate the Main Contract unilaterally without incurring any additional loss.

6. The Processor’s Assistance to the Controller

6.1. Taking into account the nature of the processing of personal data, the Processor shall, to the extent possible, assist the Controller with appropriate technical and organisational measures to fulfil the Controller’s obligations to respond to requests to exercise the rights of the data subject set out in Chapter III of the GDPR. This means that the Processor, to the extent possible, shall assist the Controller in enforcing: 
6.1.1. the right to be informed when personal data are collected from the data subject;
6.1.2. the right to be informed when personal data are obtained not from the data subject;
6.1.3. the right of access to personal data;
6.1.4. the right to rectification of personal data;
6.1.5. the right to erasure of personal data (‘the right to be forgotten’);
6.1.6. the right to restriction of personal data processing;
6.1.7. the obligation to notify the rectification or erasure of personal data or the restriction of processing of personal data;
6.1.8. the right to personal data portability;
6.1.9. the right to object to the processing of personal data;
6.1.10. the right not to be subject to decisions based solely on automated processing of personal data, including profiling.
6.2. In addition to the Processor’s obligation to assist the Controller in accordance with clause 3.5 of the Agreement, the Processor, taking into account the nature of the processing and the information available to the Processor, shall also assist the Controller in ensuring:
6.2.1. the obligation of the Controller to notify the personal data breach to the competent supervisory authority, the State Data Protection Inspectorate, without delay and, where possible, within 72 hours of becoming aware of it, unless the personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons;
6.2.2. the obligation of the Controller to notify a personal data breach to the data subject without undue delay where the personal data breach is likely to result in a serious risk to the rights and freedoms of natural persons;
6.2.3. the obligation of the Controller to carry out a data protection impact assessment of the intended personal data processing operations, where the manner in which personal data are processed may result in a serious risk to the rights and freedoms of natural persons;
6.2.4. the Controller’s obligation to consult the competent supervisory authority, the State Data Protection Inspectorate, prior to the commencement of the processing of personal data if the data protection impact assessment indicates that the processing of the personal data would result in a serious risk to the rights and freedoms of data subjects if the Controller does not take measures to mitigate that risk.

7. Personal Data Breaches

7.1. In the event of a personal data breach (incident), the Processor must notify the Controller (by email to dap@ltg.lt) immediately, but no later than 24 hours after becoming aware of the potential personal data breach, regardless of whether the breach may likely to result in a risk to the rights and freedoms of data subjects, so that the Controller can comply with the Controller’s obligation to notify the personal data breach to the competent supervisory authority in accordance with Article 33 of the GDPR. 
7.2. The obligation of the Processor, referred to in sub-clause 6.2.1 of the Agreement, to assist the Controller in notifying the competent supervisory authority of a personal data breach means that the Processor must assist the Controller in obtaining, as a minimum, the following information, which must be included in the Controller’s notification to the competent supervisory authority in accordance with Article 33(3) of the GDPR:
7.2.1. the nature of the personal data, including, where possible, the categories and approximate number of data subjects concerned and the categories and approximate number of personal data concerned;
7.2.2. the likely consequences of the personal data breach;
7.2.3. the measures taken or proposed to be taken by the Processor as a result of the personal data breach, including, where appropriate, measures to mitigate the possible adverse effects of the breach;
7.2.4. any other relevant information that is or may be necessary for the Controller to draft the notification or to respond to further enquiries from the competent supervisory authority in relation to the personal data breach.
7.3. Upon receiving an instruction from the Controller, the Processor must promptly remedy the problem and prevent further damage, as well as mitigate the consequences of the personal data breach and apply corrective measures to prevent similar breaches.
7.4. The Processor must document all personal data breaches, including the facts surrounding the personal data breach, its impact and the corrective actions taken. Upon request by the Controller, the Processor must provide these documents to the Controller for review.
7.5. If the Processor does not provide the Controller with complete information about the personal data breach or if additional information subsequently comes to light, the Processor must provide an additional notification to the Controller with all the missing information without undue delay, but at the latest within 12 hours of the additional information becoming available.
7.6. The Processor shall also provide all possible assistance to the Controller necessary for the proper notification of a personal data breach to the data subject.
7.7. The Processor shall not, without the permission of the Controller, make publicly available any communication about personal data breach held by the Controller according to which the Controller could be identified.

8. Data Protection Impact Assessment and Prior Consultations

8.1. The Processor undertakes to provide the Controller with the necessary assistance free of charge in carrying out an assessment of the impact of data processing operations on the protection of personal data, including providing the Controller with all technical and other available information, which is necessary for the assessment, about the processing of personal data managed by the Controller, where such processing is carried out or planned to be carried out by the Processor, and consultations on these issues. Where the Controller consults the supervisory authority pursuant to Article 36 of the GDPR, the Processor must provide all available information necessary for the consultation.

9. Auditing and Inspection of the Processor

9.1. The Processor undertakes to provide the Controller, according to the information available to it, with the information and assistance necessary to demonstrate that the processing of personal data complies with the requirements of the GDPR and the Agreement, as well as to assist the Controller or any other auditor authorised by the Controller in carrying out an audit of the processing of personal data, including on-the-spot inspections. 
9.2. The Processor undertakes to ensure that supervisory authorities are able to carry out inspections of the Processor and/or the Sub-processors and to notify the Controller without delay of such inspections by the supervisory authorities in relation to the personal data managed by the Controller, unless the supervisory authority prohibits such notification.
9.3. The Controller undertakes to inform the Processor in advance of a planned audit within a reasonable period. The audit may only be carried out during the regular working hours of the Processor in order not to unreasonably interfere with the activities of the Processor. The scope of the audit shall be limited to the extent necessary to ascertain the proper implementation of this Agreement and the applicable requirements of the Personal Data Protection Legislation. 

10. Validity of the Agreement

10.1. The Agreement shall enter into force on the date of its signature. 
10.2. The processing of personal data by the Processor may continue for as long as the Main Contract is in force. Upon termination of the Main Contract, regardless of the legal basis for the termination of the Main Contract, the Processor shall cease the processing of the personal data entrusted to it by the Controller, unless a new contract is concluded with the Processor for the same subject-matter and the categories of personal data to be processed as well as the data subjects remain unchanged.
10.3. The terms of the Agreement will remain in force for as long as the Processor processes the personal data in respect of which the Controller is the controller and all requirements of the Agreement are met.
10.4. Without prejudice to any provisions of the GDPR, in the event of a breach by the Processor of its obligations under this Agreement, the Controller may instruct the Processor to temporarily suspend the processing of personal data until the Processor complies with this Agreement or the Agreement is terminated. The Processor shall immediately inform the Controller if, for any reason, it is unable to comply with the Agreement.
10.5. The confidentiality obligations with respect to personal data shall survive the termination of the Main Contract and/or the Agreement and shall continue in perpetuity.
10.6. The Controller shall have the right to immediately terminate the Agreement and prohibit the Processor from further processing personal data if the Processor fails to comply with its obligations under the Agreement, including, but not limited to, failure to comply with the Controller’s written (including in electronic format) instructions, a negative audit report on the processing of personal data, and failure to comply with the Personal Data Protection Legislation.
10.7. The Agreement shall take precedence over any similar provisions relating to the processing of personal data in other agreements between the Parties.

11. Measures to be Taken after the Processing of Personal Data

11.1. Upon termination of the Agreement and the provision of services related to the processing of personal data, the Processor shall, at the option of the Controller, as set out in Annex 1 to the Agreement, Instructions for the Processing of Personal Data, erase and demonstrate to the Data Controller that it has done so, or return to the Controller all personal data it has received from the Controller on the basis of the Main Contract and the Agreement, except where personal data are required to be retained in accordance with the legislation of the European Union or a Member State. The Processor shall ensure that the Sub-processor(s) carry out the same actions.
11.2. At the request of the Controller, the Processor shall provide the Controller with a list of the measures taken to ensure the orderly termination of the processing of personal data.

12. Compensation

12.1. The Processor shall not be entitled to demand any additional compensation for the performance of its obligations under the Agreement.

13. Liability

13.1. If the Controller suspects that the Processor is not complying with this Agreement, the Controller shall inform the Processor in writing. Upon confirmation of the information that there is non-compliance with the provisions of this Agreement, the Controller shall give the Processor the right to fully remedy the breach within a period of 30 (thirty) calendar days (the notice period). If the breach is not fully remedied, the Controller shall have the right to terminate the Main Contract without notice.
13.2. The Processor shall not be subject to any limitations of liability under this Agreement, to the extent that such limitations of liability were provided for in the Main Contract. The Processor shall fully indemnify the Controller for any damage suffered by the Controller as a result of the Processor’s failure to comply with its obligations under the Agreement or the Personal Data Protection Legislation applicable to the Processor. Such damage shall include all costs incurred by the Controller, including but not limited to, fines, fees and other costs.

14. Final Provisions

14.1. All disputes arising out of the performance of the Agreement shall be settled in the courts of the Republic of Lithuania. Information about bringing the matter before the court, information about the proceedings and the decision will be treated as confidential information by the Parties. This Agreement shall be governed by the law of the Republic of Lithuania.
14.2. The Agreement shall be drawn up in 2 (two) copies, one for each Party. 
14.3. The Agreement may be amended only by written agreement of both Parties.


	On behalf of the Controller

	On behalf of the Processor


	[specify the position, full name]

____________________________
	[specify the position, full name]

____________________________
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Data Processing Agreement 
Annex 1



1. Instructions for the Processing of Personal Data

	1.1. 
	Purpose of the processing of personal data:
	[Describe the purpose of the processing of personal data in a clear and specific manner, i.e. in sufficient detail to identify the type of processing involved and to assess whether the specific purpose is compatible with the requirements of the law].

[EXAMPLES. ‘Drafting of the controller’s documents for storage in accordance with the requirements of the Law of the Republic of Lithuania on Documents and Archives and of the Chief Archivist of Lithuania, or for the destruction of the documents if the retention period thereof has expired’, ‘Storage of personal data of the controller’]

	1.2. 
	Categories of personal data processed:
	[Describe the categories of personal data that will be made available to the other Party].

[EXAMPLE. Name, email address, telephone number, residential address, national identification number (identification number), payment details, membership number, type of membership]. 

[NOTE. The description should be as detailed as possible, not limited to statements such as ‘personal data as defined in Article 4(1) of the GDPR’, or to the mere reference to a category of personal data (i.e. Articles 6, 9 and/or 10 of the GDPR)].

	1.3. 
	Categories of data subjects:
	[specify the categories of data subjects whose personal data will be made available to the other Party]

[EXAMPLE. Employees, partners, Persons who are members of the Controller’s loyalty programme, natural persons who have registered to receive emails, children who are offered information society services, customers from third countries, etc.]

	1.4. 
	Personal data processing operations carried out by the Processor:
	[specify the operations carried out by the Processor]

[NOTE. If several processing operations are carried out, the following sections must be completed for each processing activity].

	1.5. 
	Place of performance of personal data processing operations:
	[specify the address or country where the processing operations will be carried out, including operations carried out by Sub-processors]

[NOTE. If personal data processing operations will be carried out outside the EEA, it is necessary to specify precisely the conditions or means for the transfer of personal data to third countries provided for in Chapter V of the GDPR separately for each such transfer as well as to indicate the purpose of such transfers and the recipient of the personal data]

	1.6. 
	Erasure and return of personal data:
	At the end of the provision of personal data processing services, the Processor must: [select the appropriate option]
- Erase all personal data processed on behalf of the Controller and prove to the Controller that it has done so;
- Return all personal data to the Controller and delete existing copies, unless the personal data is required to be retained under the laws of the European Union or a Member State.
· [List the legislation]

Or:
- At the end of the provision of personal data processing services, the personal data must be stored in accordance with the following legislation applicable to the Processor in the European Union or a Member State:
· [List the legislation]

[IF APPLICABLE] The Processor, at the end of the provision of personal data processing services, undertakes to process personal data only for the purposes and within the time limits and strictly in accordance with the conditions set out in the legislation referred to in these instructions.

	1.7. 
	The Processor may process personal data on behalf of the Controller once the Agreement has entered into force. Duration of the processing of personal data:
	[Describe the duration of the processing of personal data: this may be a specific date or a time limit described by an event]


	1.8. 
	Contact details of the data protection officer of the Processor or, if there is no DPO, of another contact person responsible for the protection of personal data
	[Insert the contact details of the data protection officer of the Processor or, if there is no DPO, of any other contact person responsible for the protection of personal data who can be easily contacted by the Controller, in particular, by the Controller’s data protection officer, for the purposes of the Agreement. Please state at least the position and email address of the contact person. It is desirable that the contact details remain unchanged during the term of the Agreement, even if the contact person himself or herself changes.]


______________________



Data Processing Agreement 
Annex 2

List of Sub-processors Engaged by the Processor

1. Authorised Sub-processors
1.1. Upon the entry into force of the Agreement, the Controller shall allow engaging the following Sub-processors:


	Company name/Name; 
Company code/self-employment certificate number or business licence number; 
Registered office address/business address
	Contact details of the data protection officer of the Sub-processor or, if there is no DPO, of another contact person responsible for the protection of personal data 
	


Description of the processing of personal data 

	
	[Provide the contact details of the data protection officer of the Sub-processor or, if there is no DPO, of any other contact person responsible for the protection of personal data who can be easily contacted by the Controller, in particular, by the Controller’s data protection officer, for the purposes of the Agreement. Please state at least the position and email address of the contact person. It is desirable that the contact details remain unchanged during the term of the Agreement, even if the contact person himself or herself changes.]
	[provide a description of personal data processing actions carried out by this particular Sub-processor]

	
	
	




Upon the entry into force of the Agreement, the Controller shall allow the other Party to engage the Sub-processors listed in the Annex to this Agreement for the purposes set out in sub-clause 1.1 of Annex 1 to the Agreement, subject to the requirements set out in Article 4 of the Agreement. The engagement of such Sub-processors for the processing of personal data for purposes other than those set out in sub-clause 1.1 of Annex 1 to the Agreement shall be subject to the written authorisation of the Controller. 

______________________


Data Processing Agreement 
Annex 3

Technical and Organisational Security Measures

[bookmark: _Ref457193783][bookmark: _Hlk518997941]When processing personal data, the Processor shall implement the following organisational and technical measures for the protection of Personal Data (hereinafter collectively referred to as the ‘Security Requirements’) to protect the personal data processed against accidental or unlawful destruction, damage, alteration, loss, disclosure, as well as against any other unauthorised processing.

The Processor shall have the right and obligation to decide on the use of technical and organisational security measures to ensure an adequate (and harmonised) level of security of personal data.

The Processor ensures and undertakes:
1. Organisational Measures for the Security of Personal Data 
1.1. Personal data security policies and procedures:
1.1.1. The processing of personal data and the security of information must be approved by internal regulations;
1.1.2. The internal regulations relating to the processing and protection of personal data must be reviewed at least once a year and updated as necessary.
1.2. Roles and responsibilities:
1.2.1. Roles and responsibilities related to the processing of personal data must be clearly defined and assigned in accordance with approved internal regulations;
1.2.2. The revocation of employee rights and obligations must be clearly defined through appropriate procedures for the transfer or delegation of roles and responsibilities (internal organisation restructuring or redundancies, change of functions).
1.3. Access rights management:
1.3.1. Each person involved in the processing of personal data must be assigned specific access control rights on the basis of the ‘need to know’ principle and controlled in accordance with an approved internal regulation.
1.4. Resource and asset management: 
1.4.1. The Processor must keep a register of IT resources (list of hardware, software and network equipment) used to process personal data. The register of IT resources must include at least the following information: type of IT resource (e.g., server, computer workstation), location (physical or electronic). The management of the register of IT resources must be assigned to a specific person, e.g., an IT professional.
1.4.2. The register of IT resources must be regularly reviewed and updated. 
1.5. Change management:
1.5.1. The Processor shall ensure that all material changes to IT systems are monitored and logged by a specific person (e.g., an IT or security professional);
1.6. Human resources:
1.6.1. The Processor shall ensure that its employees process information with the level of confidentiality required by the Main Contract and this Agreement;
1.6.2. The Processor shall ensure that the relevant employees of the Processor are aware of the requirements and internal regulations (including any restrictions on use) for the processing of personal data, information security, the use of facilities and systems under the Main Contract and the Arrangement. The Controller shall have the right to require the Processor to provide evidence that its employees are familiar with the internal regulations and the content of the Security Requirements and undertake to comply with them; 
1.6.3. The Processor shall ensure that its employees responsible for the processing and security of personal data are adequately trained to carry out their duties relating to the processing and security of personal data;
1.6.4. The Processor shall designate at least one person with appropriate security expertise who shall be responsible for the implementation of the security measures set out in the Security Requirements;
1.6.5. The Processor shall ensure that all employees are adequately informed of the security requirements of the IT systems relevant to their day-to-day work. Employees involved in the processing of personal data must be trained on the relevant personal data security requirements and responsibilities through regular training, awareness-raising events or instructions, memos.
2. Technical Personal Data Security Measures 

2.1. Access control and authentication (applicable if personal data are processed in the systems of the Processor): 
2.1.1. An access control system must be in place, implemented and applied to all users of the IT system. The access control system shall allow the creation, approval, review and deletion of user accounts;
2.1.2. The use of shared user accounts should be avoided. Where a shared user account is necessary, it must be ensured that all users of the shared account have the same rights and obligations;
2.1.3. An authentication mechanism must be in place to allow access to the IT system (based on the Access Control Policy). The minimum requirement for a user to access the IT system shall be a user login and password;
2.1.4. Passwords must be at least 9 characters in length, made up of uppercase, lowercase and numeric characters, or use multi-factor authentication, and must be changed at least every 60 calendar days.
2.1.5. The access control system shall be able to detect and prevent the use of passwords that do not meet a specified level of complexity;
2.1.6. User passwords must be stored in hash form;
2.1.7. Rules on the use of passwords must be established and approved by internal regulations. The rules must define the length, complexity, and validity of passwords as well as the number of unsuccessful attempts to enter a password;
2.1.8. Access to personal data shall be limited to those employees who need the personal data to carry out their functions.
2.2. Technical logs and monitoring (applicable if personal data are processed in the systems of the Processor):
2.2.1. Technical logs must be implemented in the IT system used to process personal data. The technical logs must show all possible information on the access to personal data (e.g., date, time, access, alteration, deletion actions);
2.2.2. Technical logs must be time stamped and protected against possible damage, tampering or unauthorised access. Timekeeping mechanisms used in IT systems must be synchronised to a common time reference source.
2.3. Database protection (applicable if personal data are processed in the systems of the Processor):
2.3.1. Databases and application servers must be configured to run under separate accounts with the lowest operating system (OS) privileges;
2.3.2. Only personal data which are necessary for the performance of the work according to the purposes of the processing of personal data shall be processed in databases and application servers;
2.3.3. Databases should use pseudonymisation techniques, separating direct identifiers from existing links to other data, and encryption should be used to protect the specific files or records being stored, with the appropriate software or hardware being implemented;
2.3.4. Personal data stored in the active database shall be encrypted.
2.4. Security of workstations: 
2.4.1. Users must not be able to disable or bypass the security settings of IT systems;
2.4.2. Antivirus applications and their virus databases should be updated at least weekly, and preferably daily or more frequently;
2.4.3. [bookmark: _Toc186729854][bookmark: _Toc187343420]Users must not have privileges (rights) to install, remove or manage unauthorised software;
2.4.4. [bookmark: _Toc186729855][bookmark: _Toc187343421]IT systems must have a defined session time, i.e. if a user is inactive in the system for a specific period of time, their session must be terminated.  The inactive session time shall not exceed 15 minutes;
2.4.5. [bookmark: _Toc186729856][bookmark: _Toc187343422]Critical operating system security updates must be deployed regularly and immediately; 
2.4.6. [bookmark: _Toc186729857][bookmark: _Toc187343423]Laptops must be protected by safeguards appropriate to the risks involved in processing personal data, i.e. laptop encryption and other necessary measures;
2.4.7. [bookmark: _Toc186729858][bookmark: _Toc187343424]Computer workstations must be centrally managed.
2.5. [bookmark: _Toc186729859][bookmark: _Toc187343425]Network and communication security:
2.5.1. [bookmark: _Toc186729860][bookmark: _Toc187343426]When the IT systems used are accessed via the Internet, the use of an encrypted communication channel, i.e. cryptographic protocols (e.g., TLS/SSL) and other appropriate encryption protocols, shall be mandatory;
2.5.2. [bookmark: _Toc186729861][bookmark: _Toc187343427]Any movement of data to, from and within the IT system must be monitored and controlled using firewalls and intrusion detection and prevention systems;
2.5.3. [bookmark: _Toc186729862][bookmark: _Toc187343428] Penetration testing shall be performed for the network and the system used, which shall be accessible from an external network at least once a year.
[bookmark: _Toc186729863][bookmark: _Toc187343429]2.6. Backups (applicable if personal data are processed in the systems of the Processor):
2.6.1. [bookmark: _Toc186729864][bookmark: _Toc187343430]Backup and recovery procedures must be defined, documented, and clearly linked to roles and responsibilities;
2.6.2. [bookmark: _Toc186729865][bookmark: _Toc187343431]Backup media must have an appropriate level of physical security for the environment and premises, depending on the personal data stored;
2.6.3. [bookmark: _Toc186729866][bookmark: _Toc187343432]The backup process must be monitored to ensure completeness and thoroughness;
2.6.4. [bookmark: _Toc186729867][bookmark: _Toc187343433]Full data backups must be carried out regularly. The recommended frequency of backups is daily incremental backup and weekly full backup;
2.6.5. [bookmark: _Toc186729868][bookmark: _Toc187343434]Backups must be encrypted;
2.6.6. [bookmark: _Toc186729869][bookmark: _Toc187343435]A detailed business continuity plan must be in place and responsible persons must be appointed to control and manage risks, and a service-level agreement (SLA) must be in place for key business processes that ensure the security of personal data.
2.7. [bookmark: _Toc186729870][bookmark: _Toc187343436]Mobile, portable devices:
2.7.1. [bookmark: _Toc186729871][bookmark: _Toc187343437]Procedures for the management of mobile, portable devices must be laid down and approved by internal regulations, clearly describing the proper use of such devices;
2.7.2. [bookmark: _Toc186729872][bookmark: _Toc187343438]Mobile and portable devices that will be used to work with the information systems must be registered and authorised before use;
2.7.3. [bookmark: _Toc186729873][bookmark: _Toc187343439]Mobile, portable devices as well as other equipment used to process personal data shall have a sufficient level of access control procedures;
2.7.4. [bookmark: _Toc186729874][bookmark: _Toc187343440]The functions and responsibilities for managing mobile, portable devices must be clearly defined;
2.7.5. [bookmark: _Toc186729875][bookmark: _Toc187343441]For teleworking, appropriate personal data security measures must be in place, as approved by an internal regulation.
2.8. [bookmark: _Toc186729876][bookmark: _Toc187343442]Software security (applicable if personal data are processed in the systems of the Processor): 
2.8.1. [bookmark: _Toc186729877][bookmark: _Toc187343443]The software used in information systems (for processing personal data) must comply with software security best practices, security best practices in software development, software development frameworks, standards (e.g., Agile, OWASP, etc.);
2.8.2. Software development must be carried out in a dedicated environment that is not connected to IT systems used to process personal data. When testing systems, test (not real) personal data should be used. Where this is not possible, specific procedures must be put in place to protect the personal data used in the testing;
2.8.3. [bookmark: _Toc186729878][bookmark: _Toc187343444]After software development, testing and verification, basic safety requirements must have already been met before the start of system installation and operation;
2.8.4. [bookmark: _Toc186729879][bookmark: _Toc187343445]Where the Processor uses cloud or other data storage services (e.g., hosting and storing personal data in cloud storage) to process personal data received from the Controller:
2.8.4.1. [bookmark: _Toc186729880][bookmark: _Toc187343446]The Processor or the Processor’s service provider delivering the services must be certified to ISO 27001;
2.8.4.2. [bookmark: _Toc186729881][bookmark: _Toc187343447]The data centres of the services must be located in a country of the European Economic Area and the personal data stored cannot be transferred outside the European Economic Area.
2.9. [bookmark: _Toc186729882][bookmark: _Toc187343448]Data deletion, removal:
2.9.1. [bookmark: _Toc186729883][bookmark: _Toc187343449]Deletion of personal data after the expiry of the set retention period shall be ensured.
2.9.2. [bookmark: _Toc186729884][bookmark: _Toc187343450]Before any data storage medium can be removed, all personal data on it must be destroyed using dedicated software that supports reliable data destruction algorithms. 
2.9.3. [bookmark: _Toc186729885][bookmark: _Toc187343451]Where applicable, paper data media on which personal data have been stored or collected shall be destroyed in paper shredders or using other mechanical means.
2.10. [bookmark: _Toc186729886][bookmark: _Toc187343452]Physical access control: 
2.10.1. [bookmark: _Toc186729887][bookmark: _Toc187343453]Physical protection of the environment and the premises where the IT systems infrastructure is located against unauthorised access must be implemented. 
3. Compliance
3.1. Upon written request by the Controller, the Processor shall promptly provide the Controller with a report on compliance with the Security Requirements. 
3.2. The above-mentioned requirements shall apply equally to all Sub-processors engaged by the Processor, unless the Controller objects to the use of Sub-processors by the Processor. 
3.3. The Controller shall have the right, as set out in this Agreement, to audit the Processor’s compliance with these Security Requirements.

______________________




